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“‘People should just mind their 
own business,’ probably the 

funniest thing I've ever read on 
a social networking site.”

@BillMurray



social media & privacy

1st Mediterranean University on Youth And Global Citizenship
contact me @silvioheinze | www.silvioheinze.eu



Would you publish in public…
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Would you publish in public…

… your dogs photo?
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Would you publish in public…

… your dogs photo?

… your sisters photo?
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Would you publish in public…

… your dogs photo?

… your sisters photo?

… your sons photo?
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Would you publish in public…

… your dogs photo?

… your sisters photo?

… your sons photo?

… your home address?
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Would you publish in public…

… your dogs photo?

… your sisters photo?

… your sons photo?

… your home address?

… your phone number?
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Would you publish in public…

… your dogs photo?

… your sisters photo?

… your sons photo?

… your home address?

… your phone number?

… your sexual orientation?
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Would you publish in public …
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Would you publish in public …

… your medial record?
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Would you publish in public …

… your medial record?

… your opinion about your government?
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Would you publish in public …

… your medial record?

… your opinion about your government?

… your brothers opinion about your 
government?
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Would you publish in public …

… your medial record?

… your opinion about your government?

… your brothers opinion about your 
government?

… naked photos about you?
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How public is social media?

public – Twitter

public/private – FB

private – own network in company
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How private is your privacy?
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How private is your privacy?

Do you know what information Facebook is 
storing about you?
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Shadow profiling
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Shadow profiling

The problem of Social Media is not the data 
you enter by choice, it’s everything they 
collect about you secretly.

social media & privacy

1st Mediterranean University on Youth And Global Citizenship
contact me @silvioheinze | www.silvioheinze.eu



Shadow profiling

The problem of Social Media is not the data 
you enter by choice, it’s everything they 
collect about you secretly.

Who used the FB friend finder?
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Opt-In vs. Opt-Out

Privacy and data protection laws give us 
control over our data.

Opt-In: Explicit consent needed.

Opt-Out: Possibility to step out.
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“We are the controller for what we control [...] 
and the user has some responsibility, too.” 
Richard Allan (Facebook, GB)
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Privacy policy
“We use the information we collect to try 
provide a safe, efficient and customized 
experience.”

social media & privacy

1st Mediterranean University on Youth And Global Citizenship
contact me @silvioheinze | www.silvioheinze.eu



Big Data calls for big decisions

Data is the new raw material in the age of 
knowledge based economies.

The core: data mining and analytics (= 
creating conclusions)

Sources: Private health data, Open Data from 
Governments, … and Social Media.
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Big Data calls for big decisions

Advantages: public health, national security 
and law enforcement, environmental 
protection, and economic efficiency.
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The governments are in, too.
Example: PRISM

Supported by the same technology (NSA is 
using Google algorithms.
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We need to balanced out again individual 
rights and business interests in the digital 
age.
By user empowerment

By media literacy

By a strong data protection
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Network of EuRopean Digital Youth
an initiative out of several members (JEF, 
EYP, FYEG, YEU, AEGEE) of the European 
Youth Forum to advocate together for digital 
youth rights.

Contact us!
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social media & privacy

Hello, my name is …
Activist for Human & Digital Rights for >10 years
FYEG Digital Rights Working Group & EC
Research on Governance & E-Participation

        @silvioheinze
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